 SEQ CHAPTER \h \r 1University Information Technology Committee
March 9, 2005, 9:30–11:00 am
Faculty Senate Chambers, D.H. Hill Library

Minutes
Committee Members Present

Sam Averitt (ITD) and Steve Keto (RMIS), Co-chairs

Alan Schueler (CALS), Andy Raynor (CED); ), John Tector (CoD); George Hess (CNR);  Bill Scott (CoE); Dan Steen (CoM) ); Mike Ferguson(CoT); Jim Holland (CVM), Gary Blank (Faculty Senate), ); Harry Nicholos (Staff Senate), Sharon Pitt (DELTA); Richard Liston (RGS); Leslie Dare (SA); Kristin Antelman (Libraries). 
Technical Advisors and Guests

Donna Barrett, Mardecia Bell, Frank Buckless, Bill Coker, Jude Davis, Jamie Dennis, Shawn Dunning, Barry Eriksen, Saida Faimi, Alan Galloway, Dan Green, Gwen Hazelhurst, Cecile Hinson, Leo Howell, Greg James, Ray Kimsey, Chris King, Susan Klein, Gary Li, Robbie Little, Stan North Martin, Ellen McDaniel, Dan McWhorter, Sarah Noell,  Bill Padgett, Saroj Primlani, Cheri Renninger, Henry Schaffer, , Greg Sparks, Joe Sutton, Amy Tawes, Jeff Webster, Craig Zimmer
Call to Order

Steve Keto

Review of Minutes

The January 12, 2005 meeting minutes were approved with one correction: http://www.ncsu.edu/it/uitc/minutes/jan2005UITCminutes-approved.doc 
Presentation and Discussion
Public Records Law and Email Addresses
David Drooz, associate general counsel for NC State, led a brief question and answer session to help clarify misconceptions on campus about the university’s obligations related to email addresses. Some people on campus have the impression that the university is selling student and employee email addresses to spammers. While this is not so, the email addresses are public record, David said.  “Custodians” of these lists are obliged to provide the information if appropriately asked; others are not. If someone at NC State does not have in their unit/office the public data that is requested, then they are under no obligation to retrieve it from someone else in order to respond to the records request. 
However, David noted that it is not clear that the term "custodian" in public records law is limited to University Data Custodians as defined by our IT regulations. A custodian may be anyone who has the public records/data in their office, even if they are not the official University Data Custodian. This is an area that neither case law nor the statute spells out. To be safe, David advises university employees to provide public records in response to a records request if they have the records in their possession. 
It was explained that under FERPA regulations, a student may put a privacy block on his or her email address. These addresses will not/should not be made public. (Campus staff and faculty may still have access to this information if they need to know it for academic or administrative purposes.) Faculty and staff are not entitled to similar privacy blocks. 
David invited people to call him if they have any questions about how to respond to a particular request related to the university and public records law. He said that he (david_drooz@ncsu.edu) or the Office of Legal Affairs (515-3071) should definitely be contacted if there is any question about confidential information being mixed in with requested records. See also http://www.ncsu.edu/legal/legal_topics/public_records.php 
Updates and Discussion

Protection of Confidential/Sensitive Data
Steve Keto reported that Mardecia Bell, director of ETSS (formerly ACS), is drafting a new Regulation to expand data security precautions. The new Regulation will apply to servers that are not on the university’s network but which maintain confidential or sensitive university information. The draft Regulation will be presented to the Security Subcommittee for review and then submitted to the University IT Committee. To expedite the process, the University IT Committee’s review and vote on the Regulation may be conducted by email. 
UNC-OP Security Assessment 
Sam Averitt alerted the committee that the UNC Office of the President plans to conduct an IT security assessment of UNC campuses in the near future. The assessment will apply the rigorous ISO 17799 standards, and involves two stages: 1) Preparedness - a review of central and departmental IT units’ security documentation, procedures, resources and practices, and 2) Response – an active risk assessment with attempts to breech campus network and data security precautions. UNC-OP has hired a third-party company to do the assessment, which will be completed for all 16 campuses by May 16. At this point, only the stage 1 assessment has been funded. NC State is scheduled to be the first campus assessed; specific dates are not yet known. In preparation, Jeff Webster, campus IT security officer, is gathering the relevant documentation and information. Sam requested that all departments cooperate and help in these efforts. 
As background, Sam noted that the assessments are being done in the context of new security legislation passed by the NC Legislature. The State Auditor’s role has been expanded to incorporate IT security, including academic systems; an IT audit of NC State is expected in 2006 or 2007. The state Information Technology Services (ITS) division is responsible for ensuring state agencies, including the UNC System, adhere to certain security standards. Sam stressed that it is important for the campus to do as well as possible on these assessments so that neither ITS nor the state legislature can use security lapses as a justification to impose problematic restrictions on campus IT. 
Steve Keto observed that the State Auditor will be spending considerably more time on evaluating campus IT security than the UNC-OP sponsored assessment; also, the State Auditor will expect all campus departments to have their Disaster Recovery/Business Continuity Plans in place. 
New Email and Calendaring Initiatives 
Steve Keto reported that, as requested by Chancellor Oblinger and encouraged by the Interim Provost and Vice-Chancellor of Finance and Business, RMIS and ITD have begun a project to evaluate and improve email and calendaring systems on campus. The goal is to have high quality systems that are cost effective and interoperable, so for example, academic and administrative users can easily send and receive email from on and off campus in the form intended. A committee has been formed, and meetings with IT directors and other stakeholders have begun. Sarah Noell is the project leader, and UIT members and technical advisors will be asked to be to be involved. The process will include an inventory of current systems, benchmarking with current best practices among peers, and a survey of user requirements. Updates and discussions of the project will be on the May, July and September University IT Committee meeting agendas. Interim Provost Nielsen and Vice Chancellor Leffler are very interested in the successful outcome of this project. The final report and recommendations are due by September 15. 
WebAssign
Bill Padgett provided a fact sheet and an update on the recent changes in the purchasing model for the use of WebAssign in courses at NC State. Beginning with the first summer session 2005, the university is scheduled move to the WebAssign “bookstore model.” Under this model, which is used on other campuses such as UNC-CH, U Maryland and UC Berkeley, students purchase a WebAssign access code for each of their courses that use WebAssign. The cards will cost $9.95/course, with a maximum charge of $24.95 for 3 or more courses; faculty are not being charged for the use of the WebAssign service for their classes. 
WebAssign, an online homework assignment and testing system, was originally developed at NC State as a collaborative project led by Prof. John Risley of PAMS. Several people commented that the software was developed to improve teaching and learning in science and math courses, and that some NC State faculty have chosen to use WebAssign as an integral part of their teaching since the late1990s. Bill explained that WebAssign became a private company in 2002. Since then, NC State has paid for the use of WebAssign from ETF funds (which are considered state appropriated funds). In fall 2004, the university purchased 17,587 WebAssign student seats for a cost of $127,065; this spring the cost will be $103,184 for 14,086 students. Since Dr. Risley is both an NC State employee and president of WebAssign, the university has been required to move from the current model to be in compliance with the NC Division of Purchase and Contract and State Auditor standards. 
Students have concerns about the new charges, as has been indicated by several articles and editorials in Technician and letters to university administrators and others. ITD is continuing to meet student, faculty and other groups to discuss the new book store model and consider alternatives. 
Sharon Pitt, associate vice provost for DELTA, reported that learning management systems (LMS) already purchased by the university and supported by DELTA have much but not all of the functionality of WebAssign. DELTA has set aside resources to help faculty who are interested in migrating from WebAssign to WebCT Vista. Sharon encouraged those interested in more information to contact the Learning Technology Service at learntech@ncsu.edu 
Bill noted that more information about WebAssign and the status of the transition is maintained at http://www.ncsu.edu/it/essentials/software_ncstate/webassign/
Discussion and Vote

Security Subcommittee Charge 
Jeff Webster requested that the formal Charge of the UIT Subcommittee be modified To more accurately reflect the work being done by the Subcommittee. After some discussion and modification of the draft presented,  the UIT Committee approved a revised version of the Security Subcommittee’s Charge: 
http://www.ncsu.edu/it/uitc/03-09-05/SecuritySubcom-revisedcharge03-05.doc 
Comments on Reports
Steve Keto congratulated EIS on the successful Financials 8.4 upgrade in February: it was a huge effort, involving the active engagement of more than 60 people in colleges and other units on campus. Steve thanked everyone for their contributions. The next challenge for Gwen Hazelhurst and EIS will be the implementation of the new Human Resources system, scheduled for deployment in the fall, after the October payroll is run. 

The Student Administration group, led by Registrar Louis Hunt with strong faculty representation, has recommended that the university go forward with the update of the Student Administration system. The recommendation has gone forward to the Provost.
Saroj Primlani, coordinator of university IT accessibility, praised the work of the many administrative and academic web developers who are including accessibility in web application and web site design. She mentioned the redesign of TRACS as exemplary. Sam noted that the Web Page Accessibility Regulation is near completion. One last question regarding the scope of implementation remains to be decided upon, and that is whether faculty should be required to make all online material fully accessible, even for short-lived material in closed-list course sections where no students need alternative formats. This is a matter of risk assessment and policy Sam noted. The Provost’s staff made the decision to establish a committee to decide university policy, and members of the UIT Committee may be asked to participate. 
Susan Klein, director of ITD technical support services reported on the  new “Techies” special interest group, which was formed to provide a collegial forum for NC State IT technical support staff from all departments to meet, share information, discuss problems, and collaborate on solutions. The group is intended especially for “people who do the work” she said (although managers can also attend!).Facilitated by Chris King, manager of the NC State University Help Desk, the group meets on the 3rd Wednesday of every month. Contact chris_king@ncsu.edu to be placed on the mailing list. 

Adding to the IT security subcommittee report, Jeff Webster invited everyone to think about what additional IT security policies or procedures would be good to have documented and to contact him or Leo Howell with suggestions. 

Updating the group on the new Storage Management System, Alan Gallaway reported that the migration of hardware from Poe Hall to the new Data Center 2 secondary site was completed successfully on March 7. Leo Howell reported that the move of ACS servers was also going smoothly.
Topical and Subcommittee Reports 
· ACS Systems, Disaster Recovery, Student Administration - Mardecia Bell
http://www.ncsu.edu/it/uitc/03-09-05/ACSreport03-09-05_2.doc 

· ComTech-Network Operation - Greg Sparks
http://www.ncsu.edu/it/uitc/03-09-05/comtech-uitmar05.doc 

· Financial & Human Resources—Gwen Hazlehurst
http://www.fis.ncsu.edu/EIS/Univ_Stds_Comm/FinHRupdate.doc
· IT Accessibility - Saroj Primlani
http://www.ncsu.edu/it/uitc/03-09-05/ITaccessReport-3-09-05.doc 

· University Help Desk - Susan Klein
http://www.ncsu.edu/it/uitc/03-09-05/helpdeskreport03-05.doc
· Email/Calendaring Subcommittee- Harry Nicholos & Cheri Renninger
http://www.ncsu.edu/campus-email-cal/ 
· Security Subcommittee - Jeff Webster & Leo Howell
http://www.ncsu.edu/it/uitc/03-09-05/200503-secsub.pdf
· Storage Management System - Alan Galloway & Craig Zimmer
http://sysnews.ncsu.edu/news/4228ce32/ 
New Business
Steve Keto reported that Vice Chancellor Leffler and Interim Provost Nielsen are reviewing the role and Charge of the University IT Committee. Before the next scheduled meeting, they intend to send a joint memorandum to deans and department heads requesting a review of their appointments of voting representatives on the committee.
Sharon Pitt announced the 2005 UNC Teaching and Learning with Technology Conference scheduled to take place March 30 - April 1 in downtown Raleigh. http://conference.unctlt.org. 

Next Meeting 
May 11, 2005
Steve adjourned the meeting. 

