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Targeted RMIS Endpoint Security Standard

(Covers security for PCs, Laptops, and Handhelds, including home computers used to access University systems)

Modified: 5/29/2007
	ISO 17799 Section #
	ISO 17799 Security Category
	ISO 17799 Control Objective
	Baseline RMIS Security Controls
	Security Control Details
	Red Zone

(High Security)
	Yellow Zone

(Moderate Security)
	Green Zone

(Normal Security)
	Current or planned Devices or Solutions
	Responsible Parties

	Physical Security

	9
	Physical Security
	Prevent unauthorized physical access
	1. Secure area
	Keep unmanned equipment in locked areas to minimize unauthorized access (e.g., close office when out for extended periods)
	Mandatory
	Recommended
	Recommended
	
	RMI Supported users

	
	
	
	2. 
	Utilize equipment in secure areas to minimize unauthorized access (e.g., choice of seating in airports to avoid “shoulder surfing”)
	Mandatory
	Recommended
	Recommended
	
	RMIS supported users

	
	
	
	3. 
	Position monitors at angles that make it difficult for unauthorized persons to look over legitimate users’ shoulders or provide “screen privacy” devices
	Mandatory
	Recommended
	Optional
	
	Client Solutions (CS), RMIS supported users

	
	
	
	4. Equipment security
	Use portable device lock and/or alarm
	Recommended
	Recommended
	Recommended
	
	CS, RMIS supported users

	
	
	
	5. 
	Inventory and track equipment
	Mandatory
	Mandatory
	Mandatory
	
	CS

	
	
	
	6. 
	Report lost or stolen equipment immediately
	Mandatory
	Mandatory
	Mandatory
	
	RMIS supported users

	
	
	
	7. Recovery from laptop theft
	Implement laptop tracking and/or self-data-destruction system that will, for example:

1. “stealthily” report location (IP address or GPS coordinates) of stolen laptops when it is next connected to the Internet; 

2. display predefined message to person with missing laptop about arranging return; and

3. encrypt hard drive after a predefined number of failed login attempts
	Mandatory
	Mandatory
	Mandatory
	
	RMIS

	
	
	
	8. General controls
	Do not leave equipment unattended in public
	Mandatory
	Mandatory
	Mandatory
	
	RMIS supported users

	
	
	
	9. 
	Prohibit equipment going offsite without approval
	Mandatory
	Mandatory
	Mandatory
	
	CS, RMIS supported users

	
	
	
	10. 
	Protect equipment from power surges or failures
	Mandatory
	Mandatory
	Mandatory
	
	CS, RMIS supported users

	
	
	
	11. 
	Power off equipment at end of day or when not used for over 24 hrs where applicable
	Mandatory
	Recommended
	Recommended
	
	RMIS supported users

	
	
	
	12. 
	Wipe disk drives containing sensitive data before repurposing or reusing equipment
	Mandatory
	Mandatory
	Recommended
	
	CS, RMIS supported users

	
	
	
	13. 
	Securely dispose of equipment containing sensitive data (see Computer equipment Surplusing at NC State) 
	Mandatory
	Mandatory
	Recommended
	
	CS, RMIS supported users

	Operating System Security

	10
	Communications and operations management
	Ensure correct and secure operations 
	14. Patch management
	Test critical patches before application
	Mandatory
	Mandatory
	Recommended
	
	CS, RMIS supported users

	
	
	
	15. 
	Automatically apply relevant critical patches within 2 week of release
	Mandatory
	Recommended
	Recommended
	
	

	
	
	
	16. 
	Apply relevant non-critical patches at least quarterly 
	Mandatory
	Recommended
	Recommended
	
	

	
	
	
	17. Network configuration
	Use University DNS resolution servers while on RMIS network, including via VPN, (i.e., no “split-tunneling”)
	Mandatory
	Mandatory
	Optional
	
	CS, RMIS supported users

	
	
	
	18. Unauthorized software
	Allow installation of authorized software only
	Recommended
	Recommended
	Recommended
	
	CS, IAS, RMIS supported users

	
	
	
	19. Personal firewall
	Install and enable personal firewall
	Mandatory
	Mandatory
	Recommended
	
	CS, IAS, RMIS supported users

	
	
	
	20. 
	Limit inbound connection to the computer to that required for University business 
	Mandatory
	Mandatory
	Recommended
	
	

	
	
	
	21. 
	Limit local applications allowed to make outbound connections to that required for University business 
	Mandatory
	Mandatory
	Recommended
	
	

	
	
	
	22. Default Browser security
	Keep web browser version up-to-date
	Mandatory
	Mandatory
	Recommended
	
	CS, RMIS supported users

	
	
	
	
	Keep web browsers up-to-date on patches
	Mandatory
	Mandatory
	Mandatory
	
	

	
	
	
	
	Configured browser for strong encryption (at least 128-bit)
	Mandatory
	Mandatory
	Mandatory
	
	

	
	
	
	
	Disable Java Scripting
	Recommended
	Recommended
	Optional
	
	

	
	
	
	
	Disable downloading of Unsigned ActiveX controls
	Recommended
	Recommended
	Recommended
	
	

	
	
	
	
	Prompt before downloading signed ActiveX controls
	Recommended
	Optional
	Optional
	
	

	
	
	
	
	Prompt before accepting first-party cookies
	Recommended
	Optional
	Optional
	
	

	
	
	
	
	Prompt before accepting 3rd-party cookies
	Recommended
	Optional
	Optional
	
	

	
	
	
	
	Disable password management features, to prevent browsers from proposing to store user passwords or other credentials
	Mandatory
	Mandatory
	Mandatory
	
	

	Access Control

	11
	Access Control
	Control access to information
	23. Identification
	Identify all users or processes before granting access to equipment (e.g., user id)
	Mandatory
	Mandatory
	Mandatory
	
	CS

	
	
	
	24. Authentication
	Prevent access to equipment without successful authentication
	Mandatory
	Mandatory
	Mandatory
	
	CS, RMIS supported users

	
	
	
	25. Unattended equipment
	Use automatic screen lock when unattended (default: 10 minutes)
	Mandatory
	Mandatory
	Recommended
	
	

	
	
	
	26. Local admin access
	Disable local administrator access for non-privilege users
	Mandatory
	Recommended
	Recommended
	
	

	
	
	
	27. Remote admin access 
	Disable remote login as administrator, root or other high-privilege access accounts
	Mandatory
	Recommended
	Recommended
	
	

	
	
	
	28. Local data storage
	Limit local data storage (e.g., redirecting myDocuments to network drives)
	Mandatory
	Recommended
	Recommended
	
	

	
	
	
	29. Remote printing
	Limit remote printing (e.g., printing at home from Citrix) to University business needs
	Mandatory
	Recommended
	Optional
	
	

	
	
	
	30. Input/output devices
	Disable all non-essential input/output devices (e.g., USB, CD-RW) on equipment
	Recommended
	Recommended
	Optional
	
	

	
	
	
	31. Wireless access
	Disable wireless “ad-hoc” features
	Mandatory
	Mandatory
	Optional
	
	

	
	
	
	32. Remote drive access
	Limit remote drive access (e.g., moving files between home and work computer via Citrix)
	Mandatory
	Recommended
	Optional
	
	

	
	
	
	33. Session time-out
	Clear display screens on thin client sessions after 60 minutes of inactivity (e.g., Clear Citrix session screens)
	Mandatory
	Recommended
	Optional
	
	CS

	Malware Protection

	10
	Communications and operations management
	Ensure correct and secure operations 
	34. Antivirus
	Install and enable antivirus software
	Mandatory
	Mandatory
	Mandatory
	
	CS, RMIS supported users

	
	
	
	35. 
	Update Antivirus software within 18 months of availability for University use
	Mandatory
	Mandatory
	Mandatory
	
	

	
	
	
	36. 
	Enable antivirus “real time” protection features
	Mandatory
	Mandatory
	Mandatory
	
	

	
	
	
	37. 
	Perform daily signature updates
	Mandatory
	Mandatory
	Recommended
	
	

	
	
	
	38. 
	Perform weekly full system scan
	Recommended
	Recommended
	Recommended
	
	

	
	
	
	39. 
	Register antivirus client with central University antivirus management system
	Mandatory
	Mandatory
	Mandatory
	
	

	
	
	
	40. Anti-Pop ups
	Install and enable pop-up blockers
	Mandatory
	Recommended
	Recommended
	
	CS, RMIS supported users

	
	
	
	41. Spyware/adware control 
	Install and enable anti-spyware/adware software
	Mandatory
	Recommended
	Recommended
	
	CS, RMIS supported users

	Compliance  - Central Monitoring and Reporting

	15


	Compliance
	Avoid breaches of any law, statutory, regulatory or contractual obligations, and security requirements
	42. Legal requirements, Intellectual property rights (IPR), University PRR
	Perform annual review of RMIS Endpoint Security Standards
	Mandatory
	Mandatory
	Mandatory
	
	IAS

	
	
	
	43. Security and Compliance Testing
	Perform ongoing internal and external security testing and remediation (e.g., scanning desktop subnets for up-to-date patches)
	Mandatory
	Mandatory
	Recommended
	
	CS, IAS

	
	
	
	44. Reporting
	Provide ongoing technical and executive Endpoint security and compliance reports 
	Mandatory
	Mandatory
	Recommended
	
	IAS

	Compliance – Central Enforcement

	
	Compliance
	Avoid breaches of any law, statutory, regulatory or contractual obligations, and security requirements
	45. Central Enforcement
	Enforce EndPoint computer security “policy” (e.g., automatically re-enabling antivirus client; automatically re-enable personal firewalls; forcing patch updates, etc.)
	Mandatory
	Mandatory
	Optional
	
	CS, IAS

	
	
	
	46. Preventative enforcement
	Centrally hide appropriate EndPoint security features to prevent inadvertent EndPoint “policy” violation (e.g., hide features that allow clients to disable local firewalls).
	Mandatory
	Recommended
	Optional
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