Upcoming Authentication Changes

Some terms that will be used for this document.

IntraSecure: This is the current authentication database used to access a set of administrative ERP (Enterprise Resource Planning) applications (such as the Administrative Portal, Human Resources and Financial systems).

Kerberos: This is the primary authentication database used in the Unity environment.

ITD – eDir: This is another authentication database used in the Unity environment. All the user accounts in Kerberos database also exist in the “Users” portion of the NCSUNDS tree and the Unity password change page synchronizes all password changes into both systems.

UnityPWD: This will indicate the current Unity password that is synchronized between the Kerberos and ITD – eDir authentication databases.

RMIS – eDir: This is a new authentication database created as part of this project, which will contain entries for all employees. It is a stand-alone eDir tree that will be used to enforce some additional authentication controls when accessing the administrative ERP applications. It will also have passwords synchronized from the Unity password change page.

Break-in detection: This is where over three consecutive invalid login attempts to an account will “lock” the account for 30 minutes.  When an account is “locked” it cannot be used.  After 30 minutes of inactivity the account will automatically “un-lock”, again allowing login attempts.  The Help Desk can also “un-lock” an account.

NC State has a number of major IT systems that use different authentication systems and thus have different username/password pairs. These multiple authentication systems can be cumbersome for users, and increase the incidence of login and password problems. Over the past few years, several groups have been organized to investigate the issues related to authentication on campus. Most of these efforts have attempted to increase password security or reduce the number of passwords people must use to do their jobs.  

The original buzzword for these types of initiatives was Single Sign On (SSO), but more correct terms for what is actually achievable would be Reduced Sign On and Password Synchronization.  In the Unity environment, ITD has pursued password synchronization, and both RMIS and ITD have worked on reduced sign on via the web authentication programs that have been implemented.

RMIS will be delivering a new Human Resource Management System (HRMS) on March 28th  2006.  Included with this application are self-service components that will allow all employees to view personal data, such as payroll withholding information and earning statements. The need to authenticate all employees to the HRMS brought authentication processes and password synchronization issues back into focus again.

Rather than issue all employees a new IntraSecure username and password for use with this new self-service HRMS application, it is preferred to use the existing campus Unity username and password. To make this possible, RMIS and ITD have been working together to develop an authentication method for the new HRMS and possibly the upcoming new Student Information System (SIS). The two major goals of this effort are: 

1. Streamline access to the administrative ERP applications (Admin Portal/HR/Financials) for all users by using the Unity username and password for authentication rather than the IntraSecure password.

2. Retire the IntraSecure system.  Discontinuing the use of IntraSecure will reduce the number of authentication systems, and will eliminate the need to fund and maintain the IntraSecure software

Because of the size and possible scope of this project, it has been split into at least two phases.

Phase 1:
Phase 1 addresses authentication for the administrative ERP applications (Administrative Portal, Financials System, and the new HR System). In order to comply with University security requirements, some changes are needed when using the Unity username/password to access University Business Applications. 

These changes combine the existing authentication controls currently in place for UnityPWD and IntraSecure. This was accomplished by creating a new RMIS – eDir that has a synchronized copy of the Unity password and can implement the extra security requirements needed for University Business Applications. After implementation, when a user accesses an administrative ERP application, they will be using their “Unity password”, but this password will actually be checked against the RMIS – eDir for both correctness and additional requirements.

Phase 1 will be completed on March 26th 2006.

Phase 2:
In phase two (and later), RMIS and ITD will examine the rest of the authentication issues. These may include:

· Review all the Authentication Controls to see if they are still appropriate and make adjustments if needed. This could also include adding some additional controls.

· Review other applications that use IntraSecure for access and convert them to use the RMIS - eDir instead.

· Decide which authentication database will be used to access the new SIS. This may require adding all student users to the RMIS – eDir.

· Evaluate the impact of applying the combined authentication controls (see items 4-8 in the “New Combined Authentication Controls list below) to all authentication databases containing the Unity password (Kerberos, ITD – eDir and RMIS eDir).

· Work with the identity management initiative “I AM” to examine the whole account issuance process.

· Review the current ‘default’ Unity password and trying to improve its strength.

· Revamp the lost password (password reset) process. This would include allowing all users to have the ability to remotely identify themselves; currently some administrative users can do this by using UIA. Resetting the password back to the ‘default’ needs to be stopped.

· Investigate what authentication-related self-service functions could be provided, such as a self-service password troubleshooting system.

Phase 2 will start in April 2006, but an implementation date has not been determined.

Detailed Overview of Current and New Authentication Controls

A detailed overview of the current authentication controls from the Unity and IntraSecure systems follows.  These proposed new controls are a result of a collaborative effort between RMIS and ITD with input from key stakeholders and governance groups such as Internal Audit. 

Current IntraSecure Authentication Controls

1. Password length must be between six and eight characters

2. New password must 

a. Contain one alpha character

b. Contain one numeric digit

c. Can not be a “dictionary” word

d. Can not be user id

3. Passwords can not be reused for 10 iterations

4. Three consecutive incorrect attempts “locks” account; requiring manual intervention to reset (break-in detection)

5. Customer must change password every 90 days

6. Logins are de-activated after 90 days of non-use

7. New id’s that are not used for 60 days are deleted

8. Idle sessions time-out after 30 minutes of non-use

Current UnityPWD Authentication Controls

1. Password length must be between six and one hundred twenty seven characters in length (with a recommendation of eight).

2. New password must 

a. Contain one alpha character

b. Contain one numeric digit

c. Can not be a “dictionary” word or a word in an exclusion list

d. Can not be the user name (forward or backward)

e. Can not contain seven consecutive digits

3. The password is recommended

a. Contain on special character (not alpha or numeric)

b. Contain both upper and lower case letters

4. There are no change requirements or lockouts on the Unity password.

New Combined Authentication Controls

1. Password length must be between six and one hundred twenty seven characters in length (with a recommendation of eight).

2. New password must 

a. Contain one alpha character

b. Contain one numeric digit

c. Can not be a “dictionary” word or a word in an exclusion list

d. Can not be the user name (forward or backward)

e. Can not contain seven consecutive digits

3. The password is recommended

a. Contain on special character (not alpha or numeric)

b. Contain both upper and lower case letters

4. Passwords can not be reused for 10 iterations

5. Three consecutive incorrect attempts against the RMIS – eDir database will set the ‘break-in detection’ flag; which will automatically reset after 30 minutes of idle activity on the account or can be reset by manual intervention from a help desk.

6. Suspicious login activity on the Kerberos database will result in the ‘break-in detection’ flag being set on the matching RMIS – eDir account.

7. Customer must change password every 90 days

8. Idle sessions time-out after 60 minutes of non-use

Notes:

A. Password strength requirements 1, 2, and 3 are enforced at the Unity password change website and apply to all accounts.

B. Password change requirement 4 is enforced at the Unity password change website but only affects employee accounts.

C. Password change requirement 7 is enforced on the RMIS – eDir and is only checked when accessing the Administrative Portal, the Financial System, or the Human Resource System. If your password has expired you will be directed to the Unity password change website to change your password.

D. The break-in detection flag in requirements 5 and 6 is enforced on the RMIS – eDir and is only checked when accessing the Administrative Portal, the Financial System, or the Human Resource System.

E. The idle time in requirement 8 is enforced via the RMIS web authentication program and is global to all RMIS web applications.
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