Data Classification Regulation and supporting documents

The Security Subcommittee is presenting for review and comment a Data Classification Regulation. We are also working on three supporting documents:  Appendix A - NC State Data Classification Guidelines and Examples, Appendix B – NC State Data Labeling Guidelines, and Guidelines for NC State Information Security Controls.

From the Data Classification Regulation it’s purpose is:

Identification and classification of University information assets are essential for ensuring that the appropriate degree of protection is applied to University information. The formalization of this Data Classification Regulation provides the foundation upon which the necessary security controls will be developed for protection of University information assets.

The need for a data classification standard was highlighted with a recent security incident. If administrators on campus have not examined the sensitivity of the data they are maintaining then they cannot begin the process of implementing appropriate safeguards.

As you will see in Appendix A we want to make the process of classifying data as simple as possible. We feel by looking at the critical elements and the general nature of the data most people will easily be able to come to a reasonable classification level.

We have not started work on Appendix B – labeling. In the ideal every document, piece of media, computer system, and application screen would display a classification label. This is unrealistic so we would like some input from you on what level of labeling you think could be maintained.

The Guidelines for NC State Information Security Controls provide guidance for selecting and specifying appropriate security controls for NC State information systems.  These guidelines have been developed to:

· Facilitate a more consistent, comparable, and repeatable approach for selecting and specifying security controls for University systems;

· Facilitate development of University-level and departmental-level information security controls for systems based on the confidentiality, integrity, and availability requirements;

· Create a foundation for the development of information system security controls that meet legal requirements, industry best practices, and University objectives;

· Facilitate the development of consistent assessment methods and procedures for testing security controls effectiveness.

The document is based on the National Institute of Standards and Technologies (NIST), Special Publication 800-53 - Recommended Security Controls for Federal Information Systems. The security subcommittee is using the NIST document as a basis for developing University Guidelines for Information Security Controls. This process is still progressing; we present for your information and comment the current draft.

Expectations:

The security subcommittee wants feedback from you and your employees on these documents; these can be sent to Jeff_Webster@ncsu.edu and Leo_Howell@ncsu.edu. 

For approval we propose that the Data Classification Regulation be approved by the UITC and passed up for University approval. We think Appendix A and Appendix B could simply be approved by the UITC. With the Guidelines for NC State Information Security Controls modifications to make the document appropriate for campus are still ongoing, but we would like to get some feedback from other technical staff on campus. For many of the security controls there will not be a university standard for the implementation, thus allowing the individual departments to implement as appropriate for their environment. However the security subcommittee will make some proposals to the UITC on adopting some university level security control standards.

If things progress smoothly we would like to see the Data Classification Regulation with Appendix A and B approved by the next UITC meeting. We feel the Security Controls may take longer to review and tune but would like to get them approved by early Fall.

Document URLs:

NC State Data Classification Regulation

http://www.ncsu.edu/security/secsub/docs/dataclass/NCStateDataClassificationRegulation.doc
Appendix A – NC State Data Classification Guidelines and Examples

http://www.ncsu.edu/security/secsub/docs/dataclass/AppendixA-DataClassificationExamples.doc
Appendix B – NCS State Data Labeling Guidelines

(no doc available)

Guidelines for NC State Information Security Controls

http://www.ncsu.edu/security/secsub/docs/dataclass/GuidelinesNCStateInfoSecControls.doc
Note: this document is currently 73 pages long
