Considerations and Decision Support for Dealing With Sponsored Research Where Either a Publication Restriction or Export Controls or Both Are An Issue.

A.  Recommend that the University adopt a policy that we will not put ourselves in a position where the University is required to obtain an export license, even when the circumstances leave no alternative but to “walk away” from the funding.  This would allow the University to conduct research outside the realm of the Fundamental Research Exclusion by implementing physical security measures but short of requiring an export license.  

B.  In SPARCS the first red flags are typically either the presence of clauses in agreements that restrict publication of the research results, or restrict participation by non-US Citizens in the project.  These could appear in a solicitation document, instructions to offerors or in a research agreement.  If either restriction is present, we must also search diligently to determine whether the other restriction is present.  We need to incorporate language to ensure that in the event that the Sponsor needs to disclose any Export Controlled information, that we get advance notice if possible and that the information is properly identified so we can then implement appropriate access controls.  The document may or may not identify specific Export Control requirements.

Case # 1 The agreement includes a non-negotiable requirement for sponsor approval of any publication  or release of information (Chkl a.= yes) but no restrictions on access to equipment or materials that the University will receive or generate under the project (Chkl b and c = no).
Considerations: 

· Evaluate whether any Export Controlled items or technology is involved by engaging the PI in searching the USML, CCL and OFAC listings. 

· No Export Control equipment or technology is found to be involved:

· Conclude that NCSU can conduct the research within current policies without making an export of controlled information.

· Must adhere to UNC BOG Policy on publication restrictions including Grad Student involvement

· Prepare a Certification Of Informed Consent For Publication Restriction And Compliance With Export-Control Regulations for PI and all involved to sign.

· Prepare letter from NCSU Chancellor to UNC President. 

· Once notified that Chancellor’s letter is accepted, sign award and enter Export Control condition into the RADAR database with an initial comment of “Publication restriction only-no EC”

· Yes Export Controlled equipment, technology or information is found to be involved:

· Conclude that in order to conduct the research within current policies, we must recognize a greater risk of inadvertent deemed export, therefore, the PI must prepare a Abbreviated Technology Control Plan1 to mitigate the higher level of risk. 

Case # 2 The agreement includes a non-negotiable requirement for sponsor approval of any publication or release of information (such as 252.204-7000) (Chkl a.= yes) and: 


# 2a (Chkl a.= yes and) Language that requires the University to identify to the sponsor any non-US Citizen who will work on the project (whether paid or not) to obtain the Sponsor’s prior approval. (Chkl b.= yes)  If the language does not arbitrarily exclude non-US Citizens (Chkl c.= no), and through Personnel Screening, the University can preclude any non-US Citizens from working on the project, we must evaluate the potential for an inadvertent deemed export. 

Considerations: (Case #2a)

· Incorporate language into the subcontract that requires Sponsor to identify in advance any Export Controlled information provided that would be essential to conduct of the research.  

· The acceptance of Export Controlled information will require the implementation of some level of Abbreviated Technology Control Plan1 over the sensitive information.

· Conclude that NCSU can conduct the research within current policies without making an export of controlled information.

· Must adhere to UNC BOG Policy on publication restrictions including Grad Student involvement

· Prepare Certification Of Informed Consent For Publication Restriction And Compliance With Export-Control Regulations for PI and all involved to sign.

· Prepare letter from NCSU Chancellor to UNC President. 

· Once notified that Chancellor’s letter is accepted, sign award and enter Export Control condition into the RADAR database with an initial comment of “Publication restriction, policy of no-export”


# 2b (Chkl a.= yes and) Language that arbitrarily restricts participation in the project to US-Citizens and permanent residents of the US (Green Card Holders) (Chkl c.= yes) but there is no specific identification of export controlled material being provided. This circumstance requires incorporation of language precluding the sponsor from sending us any export controlled material or technologies without the sponsor giving us advance written notification2 and the sponsor obtaining the necessary license. This circumstance must also include the University conducting a detailed review for specific Export Controlled material or technology.

Considerations: 

· Incorporate language into the subcontract that requires Sponsor to identify in advance any Export Controlled information provided that would be essential to conduct of the research.  

· The acceptance of Export Controlled information will require the PI to prepare and implement an Abbreviated Technology Control Plan1 over the sensitive information. 

· Conclude that NCSU can conduct the research within current policies without making an export of controlled information but there is a higher level of risk.

· Must adhere to UNC BOG Policy on publication restrictions including Grad Student involvement

· Prepare Certification Of Informed Consent For Publication Restriction And Compliance With Export-Control Regulations for PI and all involved to sign.

· Prepare letter from NCSU Chancellor to UNC President. 

· Once notified that Chancellor’s letter is accepted, sign award and enter Export Control condition into the RADAR database with an initial comment of “Publication restriction, policy of no-export”


# 2c (Chkl a.= yes and )Language that arbitrarily restricts participation in the project to US-Citizens and permanent residents of the US (Green Card Holders) (Chkl c.= yes) and we become aware that we will be using, receiving or generating Export Controlled information, material, software, or technology (Chkl d.= yes).  The PI and SPARCS must conduct an “Export Control Classification” to determine whether the technology is controlled according to: 

a) Export Administration Regulations (EAR), US Department of Commerce, Bureau of Industry and Security (BIS) 15 CFR 774, using the Commerce Control List (CCL) or 

b) International Traffic in Arms Regulations (ITAR), US Department of Sate, Directorate of Defense Trade Controls (DDTC) 22 CFR 121.1 by being listed on the US Munitions List (USML), having significant military application 

c) Whether any license exception applies, and 

d) Whether an export license would be required.  

This high-risk situation would demand extensive “Classification research” and a very sophisticated Abbreviated Technology Control Plan1 to preclude any inadvertent deemed export.  This effort could be very labor intensive and could require physical alterations to selected facilities to be financed by NCSU.  The University would have to assume all the associated expenses.

Considerations: 

· Responsible individuals must conduct “Export Control Classification of the Technology” to evaluate the different kinds of exports that could occur, to prepare an Abbreviated Technology Control Plan1 required to ensure that no inadvertent deemed export could occur.  

· The relative value of the research project to the University versus the true cost that the University will have to invest in order to provide adequate security and controls over the Export Controlled Information, Equipment or Technology must be weighed by the Executive leadership of the University.

· Adherence to UNC BOG Policy on publication restrictions including Grad Student involvement

· Prepare Certification Of Compliance With Export-Control Regulations And Informed Consent For Publication Restriction.

· The special circumstances must be described sufficiently to be incorporated into the letter from the University Chancellor to the UNC System President.

· Once notified that Chancellor’s letter is accepted, sign award and enter Export Control condition into the RADAR database with an initial comment of “Publication restriction, export-controlled material - not being exported”

Case  #3 The agreement does not include a publication restriction (review & comment only) (Chkl a.= no) but Sponsor has informed us that they will be providing us export-controlled information. (Chkl d.= yes)  We do not expect that the research results will be Export-Controlled.  We should be covered by the Fundamental Research Exclusion.

Considerations: 

· The UNC BOG Policy on publication restrictions should not be an issue.

· Incorporate language into the subcontract that requires Sponsor to identify in advance any Export Controlled information that it was disclosing to NCSU employees.  2
· Prepare to implement of some level of physical control over the sensitive information or area. (e.g. Policy of locking doors and escort only for individuals without direct involvement)  Identify all personnel needing access to the Export-Controlled information in order to work on the project and if possible remove any non-US Citizens. 

· Prepare Certification Of Compliance With Export-Control Regulations 
· If adequate physical security measures can not be implemented to the satisfaction of the University’s senior Vice Chancellor staff, negotiations must terminate and the proposal withdrawn.

Case  #4 The agreement does not include a publication restriction (review & comment only) (Chkl a.= no) but the terms of the agreement arbitrarily restrict foreign persons from participating without obtaining a license.       (Chkl c.= yes)

Considerations:

· The UNC BOG Policy on publication restrictions should not be an issue.

· Incorporate language into the subcontract that requires Sponsor to identify in advance any Export Controlled information that it needed to disclose to NCSU employees.  2
· Man need to prepare Certification of Citizenship 

· Prepare Memorandum of Export-Control Concerns to alert the PI and Research Team of the possible introduction of Export Controlled information, technology or software that they will have to protect.

Case  #5 (Chkl e.= yes) The agreement requires delivery of a prototype object, article or thing (excludes technical reports) Review the delivery address for the prototype against OFAC Embargoed Countries or citizens.

Case  #6 (Chkl f.= yes) The work will be performed at a location other than an accredited institution of  higher learning in the US. There is no Fundamental Research Exclusion so there can be no Export Controlled Information or Technology involved so application for a license is required.

Case  #7 (Chkl g.= yes) Budget includes foreign travel.  Ensure Sponsor’s approval.  Review the destination(s) against OFAC Embargoed Countries. Refer travelers to University Travel Office.

Footnotes:

1 
Abbreviated Technology Control Plan specific to an individual situation, includes three elements focused on controlling the technology through: 

Physical Security measures to areas where controlled equipment or technology is located, as a minimum: 


Badges


Building Access


Visitor Logs


Escorts for visitors

Information Technology (IT) Security measures including as a minimum:


IT Access Controls: 
Server folder restricted access

Firewall protection
Passwords


Technical Discussions Control: 
Guidelines on meetings, 
foreign travel,
emails etc. 



wherever or however controlled technology is discussed.


Clean Desk Policy


Data Discard Policy

Personnel Screening measures:
Guidelines to vet faculty, staff, students and contractors for possible export control issues including


Review Denied Persons List, Entity List, Specially Designated Nationals List and Debarred Parties List


Conduct Background Checks


Identify Screening Procedures for 3rd party contractors and temp agencies

2 
Example contract language 


“The parties acknowledge that each is responsible for compliance with US Export Control law (codified at 15 CFR 774 and 22 CFR 121.1).  In the event that either party becomes aware that the research work that is being or will be conducted under this Agreement, is or is likely to involve information or a technology that is subject to Export Controls, each party agrees to notify the other within three working days so that the other party can determine what action is appropriate.”  Or

“SPONSOR agrees to give Subrecipient 30 days written notice before disclosing any information that may be Export Controlled under U.S. law.” 

Other activities or actions described in the Abstract or SOW that require further evaluation, Possible PINS questions: 

a. Foreign travel by faculty carrying anything with them such as a laptop computer or software.

b. Providing a controlled article or material to a foreign person in the US or abroad.

c. Disclosing technical data to a foreign party in the US or abroad.

d. Performing defense service for benefit of a foreign person in the US or abroad

e. Research being performed within a secure or controlled access environment.

f. Fabrication of Equipment or writing encrypted software.

g. Research involving controlled chemicals, bio-agents or toxins (bio-safety plan)

h. Involving any material, technology or process that could be used in a weapon of mass destruction.

i. Involving any material, technology or process that could have a military application.
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