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EXAMPLE 1

Prescribing DFAR Clause

204.404-70  Additional contract clauses.

 


(a)  Use the clause at 252.204-7000, Disclosure of Information, in solicitations and contracts when the contractor will have access to or generate unclassified information that may be sensitive and inappropriate for release to the public.

 


… 

Unacceptable DFAR Clause

252.204-7000  Disclosure of Information.

As prescribed in 204.404-70(a), use the following clause:

 

DISCLOSURE OF INFORMATION (DEC 1991)

 


(a)  The Contractor shall not release to anyone outside the Contractor's organization any unclassified information, regardless of medium (e.g., film, tape, document), pertaining to any part of this contract or any program related to this contract, unless—

 



(1)  The Contracting Officer has given prior written approval; or

 



(2)  The information is otherwise in the public domain before the date of release.

 


(b)  Requests for approval shall identify the specific information to be released, the medium to be used, and the purpose for the release.  The Contractor shall submit its request to the Contracting Officer at least 45 days before the proposed date for release.

 


(c)  The Contractor agrees to include a similar requirement in each subcontract under this contract.  Subcontractors shall submit requests for authorization to release through the prime contractor to the Contracting Officer.

 

(End of clause)

 

EXAMPLE 2 ARMY SPECIFIC REGULATIONS

52.005-4401  RELEASE OF INFORMATION (AUG 2001)

         Army Regulations  AR530-1 and 360-1 prescribe Department of the Army policies and clearance procedures with respect to release of any information on Army contracts.  This information can include news stories, articles, sales literature, advertisements, radio-TV spots, etc., on unclassified contracts as well as on the classified contracts governed in this respect by DD Form 254.  Army Materiel Command (AMC) Supplement 1 to AR 530-1 requires operations security (OPSEC) review and approval prior to public release of any information on AMC contracts.

        Your organization shall clear with the Information Office any public release of information on this contract by first completing ARL Form 1-A (JUN 2001) and forwarding the form and the material to be released to the address shown below.  

Etc…

 (End of clause)

EXAMPLE 3 NASA

Section 11.
Advance Approval for Release of Technical Information (LaRC 52.227-92)


The Contractor shall not release technical information based on or containing data first produced in the performance of this contract and describing the work performed under this contract unless prior written approval is given by NASA.  The Contractor shall submit technical information regarding the contract effort, such as journal articles, meeting papers, and technical documents to the Contracting Officer’s Technical Representative (COTR) for review and concurrence with approval by the Center Export Administrator or designee prior to publication, presentation or release to others.  The Contractor may proceed upon receipt of written concurrence by the COTR, unless directed otherwise in the COTR concurrence letter.

Relationship to University Policy

All activities of the University of North Carolina, including any research collaborations with private firms, as well as with foundations, and government agencies, must support its teaching, research, and public service missions.   The University environment must allow faculty and students to pursue freely learning and research.  The University must also maintain its independence and integrity to assure impartiality, and it may not agree to any inappropriate limits on the freedom to publish research findings…..A constituent institution, with the approval of its chancellor, may enter into agreements to guard the confidentiality of [proprietary] information.  Information in the public domain, or information that a constitution institution legally obtains from a third part, or information independent developed or possessed by a constituent institution is expressly excluded form the definition of proprietary information.  Any agreement that involved the joint use of University facilities for proprietary purposes, or that purports to restrict faculty or students from publishing freely the results of their own work, shall be reported in writing to the President prior to its execution.  No agreement, however, may interfere with the publication or oral defense of research theses and dissertations of graduate students.

Relationship to Export Controls

Following are relevant excerpts from the Export Administration Regulations (EAR) with regard to determining if research conducted by NCSU warrants an export license.   The key here is to recognize that fundamental research, as defined below, generally (not always) carries an exemption provided there are no restrictions on publication of the results of that research.   Also key to this exemption are the caveats of subsections of the EAR. 

§734.8

INFORMATION RESULTING FROM

FUNDAMENTAL RESEARCH

(a)  Fundamental research

Paragraphs (b) through (d) of this section and §734.11 of this part provide specific rules that will be used to determine whether research in particular institutional contexts qualifies as "fundamental research".  The intent behind these rules is to identify as "fundamental research" basic and applied research in science and engineering, where the resulting information is ordinarily published and shared broadly within the scientific community.  Such research can be distinguished from proprietary research and from industrial development, design, production, and product utilization, the results of which ordinarily are restricted for proprietary reasons or specific national security reasons as defined in §734.11(b)  of this part. (See Supplement No. 1 to this part, Question D(8)).  Note that the provisions of this section do not apply to encryption software controlled under ECCN 5D002 for  "EI" reasons on the Commerce Control List (Supplement No. 1 to part 774 of the EAR) or to mass market encryption software with symmetric key length exceeding 64-bits controlled under ECCN 5D992. See §740.13(e) of the EAR for certain exports and reexports under license exception.

(b)  University based research
(1)  Research conducted by scientists, engineers, or students at

a university normally will be considered fundamental research, as described in paragraphs (b)(2) through (6) of this section.

("University" means any accredited institution of higher education located in the United States.)

(2)  Prepublication review by a sponsor of university research solely to insure that the publication would not inadvertently divulge proprietary information that the sponsor has furnished to the researchers does not change the status of the research as fundamental research.  However, release of information from a corporate sponsor to university researchers where the research results are subject to prepublication review, is subject to the EAR. (See Supplement No. 1 to this part, Questions D(7), D(9), and D(10)).

(3)  Prepublication review by a sponsor of university research solely to ensure that publication would not compromise patent rights does not change the status of fundamental research, so long as the review causes no more than a temporary delay in publication of the research results.

(4)  The initial transfer of information from an industry sponsor to university researchers is subject to the EAR where the parties have agreed that the sponsor may withhold from publication some or all of the information so provided. (See Supplement No. 1 to this part, Question D(2)).

(5)  University based research is not considered "fundamental research" if the university or its researchers accept (at the request, for example, of an industrial sponsor) other restrictions on publication of scientific and technical information resulting from the project or activity.  Scientific and technical information resulting from the research will nonetheless qualify as fundamental research once all such restrictions have expired or have been removed.  (See Supplement No. 1 to this part, Question D(7) and D(9)).

(6)  The provisions of §734.11 of this part will apply if a university or its researchers accept specific national security controls (as defined in §734.11 of this part) on a research project or activity sponsored by the U.S. Government. (See Supplement No. 1 to this part, Questions E(1) and E(2)).

§734.9  

EDUCATIONAL INFORMATION

"Educational information" referred to in §734.3(b)(3)(iii) of this part is not subject to the EAR if it is released by instruction in catalog courses and associated teaching laboratories of academic institutions.

§734.11

GOVERNMENT-SPONSORED RESEARCH COVERED BY CONTRACT CONTROLS

(a)  If research is funded by the U.S. Government, and specific national security controls are agreed on to protect information resulting from the research, §734.3(b)(3) of this part will not apply to any export or reexport of such information in violation of such controls.  However, any export or reexport of information resulting from the research that is consistent with the specific controls may nonetheless be made under this provision.

(b) Examples of "specific national security controls" include requirements for prepublication review by the Government, with right to withhold permission for publication; restrictions on prepublication dissemination of information to non-U.S. citizens or other categories of persons; or restrictions on participationof non-U.S. citizens or other categories of persons in the research.  A general reference to one or more export control laws or regulations or a general reminder that the Government retains the right to classify is not a "specific national security control". (See Supplement No. 1 to this part, Questions E(1) and E(2).)

Also important to the export equation is the International Traffic in Arms Regulations (ITAR).  Relevant excerpts from the ITAR are also presented below…

PART 120--PURPOSE AND DEFINITIONS--Table of Contents

Sec. 120.11  Public domain.

    (a) Public domain means information which is published and which is generally accessible or available to the public:

    (1) Through sales at newsstands and bookstores;

    (2) Through subscriptions which are available without restriction to any individual who desires to obtain or purchase the published information;

    (3) Through second class mailing privileges granted by the U.S. 

Government;

    (4) At libraries open to the public or from which the public can obtain documents;

    (5) Through patents available at any patent office;

    (6) Through unlimited distribution at a conference, meeting, seminar, trade show or exhibition, generally accessible to the public, in the United States;

    (7) Through public release (i.e., unlimited distribution) in any form (e.g., not necessarily in published form) after approval by the cognizant U.S. government department or agency (see also Sec. 125.4(b)(13) of this subchapter);

    (8) Through fundamental research in science and engineering at accredited institutions of higher learning in the U.S. where the resulting information is ordinarily published and shared broadly in the scientific community. Fundamental research is defined to mean basic and applied research in science and engineering where the resulting information is ordinarily published and shared broadly within the scientific community, as distinguished from research the results of which are restricted for proprietary reasons or specific U.S. Government access and dissemination controls. University research will not be considered fundamental research if:

    (i) The University or its researchers accept other restrictions on publication of scientific and technical information resulting from the project or activity, or

    (ii) The research is funded by the U.S. Government and specific access and dissemination controls protecting information resulting from the research are applicable.

    (b) [Reserved]

PART 120--PURPOSE AND DEFINITIONS--Table of Contents

Sec. 120.17  Export.

    (a) Export means:

    (1) Sending or taking a defense article out of the United States in any manner, except by mere travel outside of the United States by a person whose personal knowledge includes technical data; or

    (2) Transferring registration, control or ownership to a foreign person of any aircraft, vessel, or satellite covered by he U.S. Munitions List, whether in the United States or abroad; or

    (3) Disclosing (including oral or visual disclosure) or transferring in the United States any defense article to an embassy, any agency or subdivision of a foreign government (e.g., diplomatic missions); or

    (4) Disclosing (including oral or visual disclosure) or transferring technical data to a foreign person, whether in the United States or abroad; or

    (5) Performing a defense service on behalf of, or for the benefit of, a foreign person, whether in the United States or abroad.

    (6) A launch vehicle or payload shall not, by reason of the launching of such vehicle, be considered an export for purposes of this subchapter. However, for certain limited purposes (see Sec. 126.1 of this subchapter), the controls of this subchapter may apply to any sale, transfer or proposal to sell or transfer defense articles or defense services.

    (b) [Reserved]

